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POLICY STATEMENT

Florida International University departments and units that create, maintain or transmit
electronic protected health information (“ePHI”) shall each designate a HIPAA Security
Administrator. The designated HIPAA Security Administrator shall work closely with the
University IT Security Officer who shall also serve as the University’s HIPAA Security
Officer and with the University Privacy Officer to ensure that only those members of the
workforce who require access to electronic protected health information have that access and
to prevent unauthorized individuals from gaining such access.

SCOPE

Define the scope of the policy by identifying exactly whom or what is governed by the policy.
For example: This policy applies to all salaried exempt employees, or this policy applies to all
faculty and staff.

REASON FOR POLICY

The implementation of this policy is crucial to uphold the confidentiality, integrity, and
availability of electronic protected health information (ePHI) within our institution. Given the
sensitive nature of ePH], it is imperative to establish clear roles and responsibilities to ensure
compliance with the Health Insurance Portability and Accountability Act (HIPAA) Security
Rule. By designating HIPAA Security Administrators within each department or unit
responsible for ePHI, we create a structured framework for managing access and preventing
unauthorized disclosure. Collaborating closely with the University IT Security Officer, who
also serves as the University’s HIPAA Security Officer, and the University Privacy Officer,
ensures comprehensive oversight and alignment with regulatory requirements.
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DEFINITIONS

TERM

DEFINITIONS

Administrative
safeguards

Administrative actions, and policies and procedures, to manage
the selection, development, implementation, and maintenance of
security measures to protect electronic protected health
information and to manage workforce conduct in relation to the
protection of that information.

HIPAA Security Officer

The individual designated by the University to assist in the
implementation of the HIPAA Security Standards, 45 C.F.R. Parts
160, 162 and 164, and to oversee and monitor the University’s
compliance with the required technical, administrative and
physical safeguards as these relate to protected health
information created, maintained or transmitted via electronic
means. The University Information Technology Security Officer is
designated as the HIPAA Security Officer.

HIPAA Security
Administrator

The individual designated by each health care component to
assist in the implementation and maintenance of systems and
processes for the creation, maintenance and transmission of
protected health information via electronic means and to work in
collaboration with the HIPAA Security Officer, HIPAA Privacy
Officer and other designated University representatives to ensure
that the University creates and maintains an information
technology environment that is compliant with applicable federal
and state law governing health information privacy and
confidentiality.

Individually identifiable
health information

Information that is a subset of health information, including
demographic information collected from an individual, and:

e Iscreated or received by a health care provider, health
plan, employer, or health care clearinghouse; and
e Relates to the past, present, or future physical or mental
health or condition of an individual, the provision of
health care to an individual, or the past, present, or future
payment for the provision of health care to an individual;
and
1. That identifies the individual; or
2. With respect to which there is a reasonable basis to
believe the information can be used to identify the
individual.
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Protected health Individually identifiable health information that is:
information (PHI)

e Transmitted by electronic media;
Maintained in electronic media;
e Transmitted or maintained in any other form or medium.
e Protected health information specifically excludes:
1. Education records covered by the Family
Educational Rights and Privacy Act, as amended,
20 US.C. §1232g (“FERPA”);
2. Records described at 20 U.S.C. § 1232g(a)(4)(B)(iv);
and
3. Employment records held by a covered entity in its
role as an employer.

Workforce or Workforce | Any part-time, full-time or temporary faculty and staff, students,
member volunteers, trainees, and other persons whose conduct, in the
performance of work for the University, is under the direct
command of the University (regardless of whether or not they are
paid by the University.)

ROLES AND RESPONSIBILITIES

The University Privacy Officer and the University IT Security Officer shall have primary
responsibility for the development and implementation of HIPAA security policies at the
institutional level. The University Privacy Officer, IT Security Officer and designated HIPAA
Security Administrators shall perform a periodic technical and non-technical evaluation in
response to environmental or operational changes affecting the security of electronic
protected health information in order to ensure that the University’s HIPAA Security policies
and procedures continue to be viable.

RELATED RESOURCES

Administrative safeguards, HIPAA Security Standards, 45 C.F.R. §164.308(a)(2) and (8).

CONTACTS

IT Security Officer Biscayne Bay Campus, LIB 328 3000 N.E. 151st Street
North Miami, Florida 33181 Telephone Number: (305) 919-4299
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HISTORY

Initial Effective Date: September 1, 2009
Review Dates (review performed, no updates): N/ A
Revision Dates (updates made to document): April 17, 2024
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